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COI'TTACOBAHO

PykoBoauTens neHTpa qu3aiiHa
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(noonucw) (1.0. Damunus)

YTBEPXJIEHO

Ha 3aceganuu nHcTUTYTa HUQPPOBBIX TEXHOIOTHMA

(mporokon 3acenanust Ne 1 ot «05» centsiopst 2025 r.).



1. Ileanb ocBoeHHS TUCHHUILIHHBI

Llenp — dopMupoBaHUe y 00YJAIOIIUXCS KOMIIETEHIUI B 00JIaCTH pa3pabOTKU OE30MMacHOTO MPo-
rPaMMHOT0 00€CIICUCHHUS, METOIOB M CPEJICTB 3alIUThl HHPOPMAIIMU B TPOrPAMMHBIX CHCTEMaX.

3ajgauu:

1. H3yueHue THMNOBBIX YI3BHMOCTEH IMPOrPaMMHOr0 OOCCIICUCHMS M METOJOB MX MpeAOoTBpaIle-
HHAA.

2. 3HAKOMCTBO C MPUHIIAIIAMH MPOCKTUPOBAHUS 0€30I1aCHOTO MPOrPAMMHOTO 00CCIICUCHHMS.

3. H3ydeHne METONOB U CPEJCTB ayTCHTU(DHUKAIIMH U aBTOPHU3AIUH IT0JIb30BaTEIICH.

4. 3HAKOMCTBO ¢ KpUNTOrpahUICCKUMHU METOIAMH U CPEICTBAMM 3aIUThI JAHHBIX.

5. HzydeHue npoTokosoB O€30macHON Mepeauu TaHHBIX.

6. M3ydeHue MeTOI0B 00eCIIeYCHHS EJIOCTHOCTH JIAHHBIX.

7. OcBoeHHME HaBBIKOB UCIIOJIb30BAaHUS MHCTPYMEHTAJIBHBIX CPEICTB 0OecreueHus: 0e30MacHOCTH

IporpaMmMHOro obecreyeHus.

8.

dopMupoBaHHE YMEHHS aHATU3UPOBATh YSI3BUMOCTH IPOTPaMMHOTO oOecredeHus U pa3pada-

TbIBATh IOJIMTUKY HH(I)OpMaHHOHHOﬁ 0e30MacHOCTH.

9.

OBnazeHue npueMaMu peI0TBPaIICHHS, OOHAPYKEHUS U HEUTpaIU3alluu yIpo3 0€301MacCHOCTH

IIpOorpaMMHBIX CUCTCM.

2. MecTo TMCHMIJIMHBI (YueOHOro Kypca) B ctpykrype OITIOII BO

JMcuuIuMHbL, yueOHbIC KYPChl, HA OCBOCHUH KOTOPBIX 0a3UpyeTCs JaHHas JUCHUILINHA (YU4eOHBIH
Kypc) — MHpOpMamOHHBIE CUCTEMBI U TEXHOJIOTHH, ba3bl JaHHBIX U yIIPaBICHUE TaHHBIMHU.

JucuuIuimHel, y4eOHbIe KYPCBI, ISl KOTOPHIX HEOOXOIUMbI 3HAHHSI, YMEHUS, HABBIKH, IPHOOpeTae-
MBIC B Pe3yJIbTaTe H3yUCHUS TaHHOW JUCIUILTUHBI (Y4eOHOTO Kypca) — BEITIOTHEHNE 1 3aliTa BBITYCKHON
KBaTM(UKAITMOHHONW PaOOTHI.



3. IlnaHnupyemble pe3y/abTaThl 00y4eHUs

dopmMupyembie U
KOHTPOJINpPYeMble KOMIIe-
TEeHIHH
(Ko 1 HAUMEHOBAHME)

HNHaukaTopbl 10CTH-
JKeHHSs] KOMIIeTeH Ui
(K0l ¥ HAUMEHOBAHUE)

Ilnanupyemblie pe3yabTaTbl 00y4eHUs

OIIK -3. CnocoOeH pemartb
CTaHJapTHBIE 3a]]a4U IIPO-
(dbeccroHanbHON JesITeIb-
HOCTH Ha OCHOBE MH(OpMa-
[IMOHHOW 1 OubHorpadu-
YECKOH KYJIBTYpPBI C IPUME-
HEHUEM UH()OPMAIIOHHO-
KOMMYHHUKAITHOHHBIX TEX-
HOJIOTUH U C Y4E€TOM OC-
HOBHBIX TpeOOBaHMIA UH-
dbopmaroHHON Oe30mac-
HOCTH;

OIIK-3.1. 3HaeT npuHIUIIBL,
METOJIBI ¥ CPEJICTBA PEIICHHUSI
CTaHJApTHBIX 337a4 Ipodeccu-
OHAJIBHOM NIEATETLHOCTH Ha
OCHOBE MH(OPMAIIMOHHOH U
oubamorpaduueckoit Kyib-
TYpBI C IPUMEHEHHEM UHPOP-
MaIMOHHO-KOMMYHUKAIIMOH-
HBIX TEXHOJIOTUH U C y4ETOM
OCHOBHBIX TpeOoBaHMt HHDOP-
MAaI[MOHHOW 0€30IacCHOCTH.

3HaTh: METOJIBI U CPE/ICTBA PEIICHUS
CTaHJApPTHBIX 33]1a4 IPOPECCUOHATHLHON
JeSITeIbHOCTH Ha OCHOBE HH(OPMaIOH-
HOU 1 OubIMorpaduIecKOr KyIbTYpHI C
pUMEHEHHEM HH()OPMaIMOHHO-KOMMY-
HUKAIIMOHHBIX TEXHOJIOTUI U C y4ETOM
OCHOBHBIX TpeOOBaHUI WH(POPMAIIHOH-
HOI1 0e30macHOCTH

YMeTb: MPUMEHSTh METOJIBI U CPEIICTBA
pelIeH s CTaHIaPTHBIX 3a/1a4 MPpodeccH-
OHAJIBHOM JIESTEILHOCTH HA OCHOBE WH-
(bopmanoHHO# 1 6ubIHorpaduueckon
KYJBTYpPBI C IPUMEHEHHEM UHPOPMAIIU-
OHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI
¥ C yY4ETOM OCHOBHBIX TPEOOBaHHMIA UH-
(dhopMaImoHHOK 06€30MacCHOCTH

Bnaners: HaBbIKaMH TPUMEHEHHS METO-
JIOB M CPEJICTB PEIICHUSI CTaHIaPTHBIX
3a7a4 IpoeCcCUOHATBHOMN e TEITLHOCTH
Ha OCHOBE MH(OPMAIIMOHHON 1 61OIHO-
rpadu4ecKoil KyIbTyphl C IPUMEHEHUEM
UH(POPMAIIMOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTUI U C y4eTOM OCHOBHBIX Tpe-
O6oBaHu# HHGOPMAITMOHHON O€30TacHO-
CTH

OIIK-3.2. YmMeer pemaTh CTaH-
JapTHBIE 3a/1a4i podeccuo-
HaJIbHOM JIESITEIBHOCTH Ha OC-
HOBE MH(OPMAIIMOHHOHN 1 6UO-
nuorpaduueckoi KyabTyphl C
IpUMEHEHHEeM UH(pOpMaIu-
OHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTHI U C y4ETOM OCHOB-
HBIX TpeOoBaHUH MH(MOpPMAIIH-
OHHOM 6€3011acHOCTH.

3HaTh: CTaHAAPTHEIE 33129 podeccro-
HaJIbHOU J1€ATEIbHOCTH Ha OCHOBE HH-
(dhopmarinoHHON U OubIMorpapuuecKkon
KYJBTYpPBI C IPUMEHEHHEM UH(pOpMaLU-
OHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTUI
U C yYE€TOM OCHOBHBIX TpeOOBaHUN UH-
(dhopmarmoHHo 0€30MacHOCTH

YMeTb: NpUMEHATh CTaHIAPTHBIE 3ajauu
poheCCHOHATTLHOMN IeATENILHOCTH Ha OC-
HOBe MH(OPMAIMOHHOM 1 6ubnmorpadu-
9YeCKOH KyJIbTYpPbI C IPUMEHEHHEM HH-
(hopMaIMOHHO-KOMMYHHKAIIMOHHBIX TEX-
HOJIOTHI U C Y9€TOM OCHOBHBIX TpeOOBa-
HUH UH(OPMAIIMOHHON 6€30IacHOCTH
Brnanetp: HaBBIKAMH TIPUMEHEHHUSI CTaH-
JApTHBIX 337124 NpoQecCuoHaIbHON nes-
TEJBHOCTH Ha OCHOBE WH(POPMAIMOHHOM
u Oubnuorpauveckoit KynbTypsl ¢ MpH-
MEHEHHEM HH()OPMAITMOHHO-KOMMYHHKA-
IIUOHHBIX TEXHOJIOTUH U C YUETOM OCHOB-
HBIX TpeOoBaHU MH(MOpPMAIMOHHON 0€3-
OIAaCHOCTHU




OIIK-3.3. Bnageer HaBBIKAMH
MOATOTOBKA 0030pOB, aHHOTA-
i, cocrtaBneHus pedeparos,
HAYYHBIX JIOKJIAJIOB, MyOJIHMKa-
nuid, wu Oubmmuorpaduu 1O
HAYYHO-HCCIICIOBATEIbCKON
pabote ¢ yderom TpebOBaHUI
nH(pOpMaIMOHHOW Oe30macHo-
CTH.

3HATh: IPUHIIMITEI TIOJTOTOBKU 0030pOB,
aHHOTAIINH, COCTaBIIeHHS pedeparos,
Hay4YHBIX JOKIAI0B, MyOIuKaIuii, u 01b-
arorpaduu Mo HayYHO-HCCIIeI0BATE -
CKOM paboTe ¢ yueToM

YMeThb: cocTaBiIATh 0030pbl, AaHHOTAIINH,
pedeparbl, HaydHBIE TOKIAbI, TyOIuKa-
1y, 1 onbauorpaduu 1Mo Hay4YHO-UCCIIe-
JI0BaTEJIbCKOM paboTe ¢ yueTom

Brnanetp: HaBBIKAMH IMOATOTOBKH 0030-
pOB, aHHOTAlUW, COCTaBJICHHUS pedepa-
TOB, HAYYHBIX JIOKJIQJIOB, IMyOIHKAIUN, U
oubnmorpaduu TO HAYYHO-HCCIIE0BA-
TEJIBCKOH paboTe ¢ y4eToM

OIIK -5. Cnocoben un-
CTaJUIUPOBATH MPOTPAMM-
HOE | anmnapaTtHoe obecrie-
YyeHue JUIst UHOPMAIIMOH-
HBIX 1 aBTOMAaTHU3UPOBAaH-
HBIX CUCTEM;

OIIK-5.1. 3HaeT npuHIUIIBI
YCTaHOBKH ITPOTPaMMHOTO U
anmapaTHOro 00CCIICUCHUS IS
MH(OPMAIMOHHBIX U aBTOMa-
TU3UPOBAHHBIX CUCTEM

3HaTh: NPUHLMIIBI YCTAHOBKHU IIPOrpaMM-
HOT'O U aImnapaTHOro odecrneyeHus
YMeTh: NpUMEHATh YCTaHABIUBATH IIPO-
I'PaMMHOI'0 U anmnapaTHoe obecredyeHue
Bitagers: HaBbIKaMu yCTaHOBKH IIPO-
IPaMMHOTI'0O U alllapaTHOTO 0OecreueHust
TUIs ”HPOPMALIMOHHBIX ¥ aBTOMaTH3UPO-
BAaHHBIX CUCTEM

OIIK-5.2. YMeeT BBIITOJHATH
HACTPONKY HH(POPMAIIMOHHBIX
Y aBTOMAaTH3UPOBAHHBIX CH-
CTEM

3HaTh: NPUHLIMITEI HACTPOUKU HHPOPMA-
LIMOHHBIX U aBTOMaTU3UPOBAHHBIX CH-
CTEM

YMeTb: BHIONHATH HACTPONKY HHPOpMA-
LIMOHHBIX U aBTOMAaTU3UPOBAHHBIX CH-
cTeM

Bnaners: HaBblkaMM HAcTPOWKH HHQOp-
MalMOHHBIX U aBTOMaTU3UPOBAHHBIX CH-
cTeM

OIIK-5.3. Biageer HaBBIKAMU
MHCTaJUISIIUU IPOTPAMMHOI0 U
anmapaTHOTO o0ecrieyeHus: UH-
(dbopMaIMOHHBIX U AaBTOMATH3HU-
POBaHHBIX CUCTEM

3HaTh: MPOTrPaMMHOE U allllapaTHOe
obecrieyeHre MHPOPMALMOHHBIX U aBTO-
MaTU3UPOBAHHBIX CUCTEM

YMeTh: HHCTAJUIMPOBATh IPOrpaMMHOE U
anmnapaTHoe obecriedeHre nHpopmaiu-
OHHBIX M aBTOMaTU3UPOBAaHHBIX CUCTEM
BJ'I&}IGTI)Z HaBbIKaMMW HHCTAJLJIMPOBAHUA
IIPOrPaMMHOTO U amrnapaTHoro odecrneye-
HUA I/IH(i)OpMaIII/IOHHBIX U aBTOMAaTU3UupPO-
BaHHBIX CUCTEM







4. CTpyKTypa U coJep:kaHHe TUCHUILINHBI

DopMBbI TEKYLLET0

U obecrieueHrue 0a30B0i OE30IIACHOCTH

Bun . N .
.| HaumeHoBaHue Tem 3aHATHH (YueOHOM pa- O0bém, NHTepakTHB, KOHTPOJISI (HAMMEHO-
Monyas (pa3aen) |y4eOHoi CemecTtp Bauabl
00ThI) 4. q. BaHHeE OLIEHOYHOI'0
padoThI
cpencrsa)
J— Tema 1. BBeaenue B 6€30macHOCTh IpU pas3pa- 7 5 CobecenoBanue (yct-
00TKe IMPOrpaMMHOT0 O0ecTeueHus HBIH 0MpOC)
1. OcHOBHBIE TTOHS-
THS M OUPENCHEHHS | Lo o N3ydeHnue NeKIMOHHOTO MaTepuana U MoAro- 7 10 B 3
6630HaCHOCTI/I UH- ’ TOBKA K IMPAKTHYCCKUM 3aHATHAM
dbopmaruu. Tpebona-
HUs 6€30MacHOCTH T LM
ema 1.1. MeToapl ONITHMH3AINH YIIPABICHUS
paspabOTKit Mpo- JIEKUHUs |)KU3HEHHBIM IIUKIIOM paci 1 HIZ;)I() aAHHBIX 7 2 Cobecenosarme (ycr-
rpamMmHOro obecre- | TEKI 3He [HIJIOM paclipeie 6e I ¢ HBII OIPOC)
S— y4eToM UHQOPMAIIMOHHON 6€3011acCHOCTH
W3ydenne JeKIIMOHHOTO MaTepuaia v oro-
CaMOCT. ya 1 p A 7 20 — _
TOBKA K MPAKTUYECCKUM 3aHATHIM
[— Tewma 2. [Ipunnuns! uHGOpMAITHOHHON Oe301ac- 7 5 CobecenoBanue (ycr-
HocTu. [IpoexTupoBanue 6e30MacHOCTH HBIH OTIPOC)
2. CeTeBble TEXHOJO-
ruy U HHGOPMAITHOH-
Hast 6€3011aCHOCTH ITpakTuyeckas padora Nel. PazpaboTka BeG-nipu-
. Otyer no npakTuye-
MPaKT. |JIOXKEHUS ¢ QYHKIMEH peaKTHPOBAHUS 3aMETOK 7 4 15 —

CKOM pabore (3ammmra)




®DopMbI TEKYLIETO

Bu . N .
| HanmenoBanue Tem 3ansTHii (yueOHoi¥i pa- O0BéMm, HNHTepakTHB, KOHTPO.JIs (HAUMEHO-
Monayab (pa3aen) |y4eOHOM CemecTtp Bbanabl
00THI) q, q, BaHHeE OLIEHOYHOI'0
padoThI
cpeacrsa)
DaKT [IpaxTuueckas padora Ne2. Crtatuueckuil aHaJIN3 7 4 10 B Otuer 1o npaxkTuye-
paKt: KO/Ia U YCTpaHEHUE YA3BUMOCTEH CKOM pabore (3amura)
[Tpaktuyeckas pabora Ne3. Jlunamuueckoe Te-
Otuer 1o npaxkTuye-
npakT. | crupoBanue (DAST) u 3ammra or OWASP Top 7 4 15 - .
10 CKol paboTte (3amuTa)
DaKT [IpakTuueckas pabora Ne4. 3ammra ot SQL-uHB- 7 4 15 B Ot4er no nmpaxkTuyie-
paKt: €KUM U TecTupoBaHue ¢ noMoipo SQLMap CKOI paborte (3ammra)
—— [Tpaktuyeckas pabora NeS. Obecneuenue 6e3- 7 6 15 B OTuer 1o npaxkTHye-
paKt: ornacHocTH 0a3bl naHHbIX PostgreSQL CKO paborte (3amura)
- IIpakTuyeckas pabora Ne6. PazpaboTtka miana 7 5 15 B OTuer 1o npaxkTHye-
paKt. 6e3omacHoct U DevSecOps-unrerpanus CKOM paborte (3ammra)
[IpakTuueckas padora No7. MoHUTOpHHT 6€3-
OTuer 1o npaxkTHye-
IIPaKT. ONAaCHOCTH U PEarupOBaHUE HA MHLIUICHTHI 7 4 15 -

(SIEM Lite)

CKOH paboTe (3amuTa)




®DopMbI TEKYLIETO

Buna . . .
.| HaumeHoBaHue Tem 3aHATHH (YueOHOH pa- O0bém, HNHTepakTHB, KOHTPOJISI (HAMMEHO-
Monayab (pa3aen) |y4eOHOM CemecTtp Bbanabl
00THI) q, q, BaHHeE OLIEHOYHOI'0
padoThI
cpeacrsa)
N3ydeHue 1eKIMOHHOIO MaTepuana u moJro-
CaMocCT. i P 7 16 _ _
TOBKA K MPAKTUYECKUM 3aHATHSIM
Tema 3. TexHONMOTHS OCYIIECTBICHUS ONITUMHU3A-
rexms | yIIpaBJIEHUSI )KU3HEHHBIM LIUKJIOM paclipe- 7 5 CobecenoBanue (yct-
JICNIEHHBIX JAHHBIX C y4eTOM HH(GOPMaIMOHHON HBIH OTPOC)
0e3omacHocTH. Pa3paboTka 6e30macHOCTH
N3ydeHue NeKIMOHHOTO MaTepuania u moro-
CaMocCT. yi H p A 7 4 _ _
TOBKA K MPAKTUICCKUM 3aHATHSIM
Tema 4. IHCTpyMEHTBI, UCTIOJIb3yEeMBbIE IS
by ’ Y CobecenoBanue (ycT-
Jekmus | olecredeHus: 0€30MacHOCTH Ha 3Tare paszpa- 7 2 — — N
HBIH OIPOC)
00TKH
N3ydeHne NeKIMOHHOTO MaTepuaia u MoJIro-
CaMOCT. y H P a 7 10 — _
TOBKA K MPAKTUICCKUM 3aHATHIM
3. Pazpabotka mpu- Tema 5. OnTUMHU3alUA YIPABICHUS )KU3HEHHBIM
KIIQJHBIX 33/1a4 C J— [IUKIIOM pacTpe/eIeHHbIX JAHHBIX C y4ETOM WH- 7 5 CobecenoBanue (ycT-

y4eTOM TpeOOBaHUI
0e30MacHOCTH

dhopmarmonHoit 6e3onacHoctu. O6CIyXuBaHUE
0e30MacHOCTH

HBII OIPOC)




Bun

®DopMbI TEKYLIETO

.| HaumeHoBaHue Tem 3aHATHH (YueOHOH pa- O0bém, HNHTepakTHB, KOHTPOJISI (HAMMEHO-
Monayab (pa3aen) |y4eOHOM CemecTtp Bbanabl
00THI) q, q, BaHHeE OLIEHOYHOI'0
padoThI
cpeacrsa)
N3ydeHne NeKIMOHHOTO MaTepraia u MOJIro-
CaMocCT. i P 7 10 _ _
TOBKA K MPAKTUYECKUM 3aHATHIM
JN— Tema 6. Yrpo3bl 6€3011aCHOCTH U METOJIBI UX 7 5 CobecenoBanue (ycr-
MPEIOTBPALIICHUS HBIH OTPOC)
N3ydeHue neKIMOHHOTO MaTeprana u MoAro-
CaMocCT. yi H P a 7 10 _ _
TOBKA K MPAKTUICCKUM 3aHATHSIM
CobecenoBanue (ycT-
nekusi |Tema 7. PearupoBanue Ha yrpo3bl 0€30MaCHOCTH 7 2 — — ® v
HBIH OIPOC)
N3ydeHne NeKIMOHHOTO MaTepuaia u MoJIro-
CaMOCT. y H P a 7 16 — _
TOBKA K MPAKTUICCKUM 3aHATHAM
Onenka ypoBHS 3Ha-
HUN U yMeHu# o0yya-
Koun- FOIIUXCS 10 JUCLU-
Dk3aMeH 7 35,65 —
TPOJIb MJIMHE Ha OCHOBE OTBE-

TOB Ha BOIIPOCHI U3 OU-
JeTOB




®DopMbI TEKYLIETO

Buna . . .
.| HaumeHoBaHue Tem 3aHATHH (YueOHOH pa- O0bém, HNHTepakTHB, KOHTPOJISI (HAMMEHO-
Monayab (pa3aen) |y4eOHOM CemecTtp Bbanabl
00THI) q, q, BaHHeE OLIEHOYHOI'0
padoThI
cpeacrsa)
[IPOM. at- [TpomesxyTouHas aTTecTanus 7 0,35 0 —

TECT.

Htoro 180




5. Oo0pa3oBaTte/ibHbIE TEXHOJIOTUH

B pamkax u3ydeHHs OUCHUIUTMHBI IPEIyCMOTPEHO HCIIOJIb30BaHKE CIIEAYIOMUX 00pa3oBa-
TETBHBIX TEXHOJIOTHI:

- TEXHOJIOTHUS TPATUIIMOHHOTO O0yUYCHHUS;

- HMHTEPAKTUBHBIC TEXHOJIOTHH: y4EOHBIE TUCKYyCCHH (TIPUMEHSIOTCS BO BCEX MOJYIISAX IO

WTOTaM BBIITOJHEHUS PadoT).

TexHon0rMM TPAAUITMOHHOTO O0YUYEHUS - OpraHu3alys yaeOHOro mpouecca B By3e, OCHOBaH-
Hasl Ha JICKIIMOHHBIX U TIPAKTUYECKUX (popMax oOyueHUs: 0ObICHUTEILHO-WILTIOCTPATHBHOE 00yYe-
Hue. J[aHHas TEeXHOJIOTHS MIPUMEHSETCS BO BCEX MOIYJISAX Kypca.

TexHo0THsS MHTEPAKTUBHOTO O0YUYEHHS — ATO OpraHH3anus y4eOHOro mpoliecca, Kotopas
MPEJIoiaraeT MaKCUMAJIbHYIO aKTUBHOCTh O0YyYalonuxcs B mporecce GOpMHPOBAHUS KITIOYCBBIX
KomrereHImid. Ha ydeOHOM TUCKYCCHH 00yYaroIuecs MPeICTaBISIOT Pe3yIbTaThl BHIIOJHCHUS 3a-
JTaHHOU paboThl. [IpoBoaUTCS 00CYXICHHE MPUMEHEHHBIX PEIICHUH, HX Y()(HEKTUBHOCTH U apXUTCK-
TYpBI IPOTPAMMHOTO KOJIA.

6. MeToanuyeckne yKa3aHus M0 OCBOCHUIO TUCIHUILINHBI
6.1PexoMeHIaIMHU N0 MOATOTOBKE K MPAKTHYECKUM 3aHATUIM

OO0yyaromumcs ciaeayer:

® [IpU MOJTOTOBKE K 3aHITHIM 00sI3aTEIIBHO MCIIOIh30BATh HE TOJIBKO YUSOHYIO TUTEPATYPY, HO U
JIpyrue UCTOUYHUKH;

e B HayaJle 3aHATUH 3a7aTh MIPEMOJaBATEII0 BOIIPOCHI [0 MaTEepHally, BbI3BAaBIIEMY 3aTPyIHEHUS B
€ro MOHMMAaHUU U OCBOEHUU IIPU PELICHUU 33]1a4, 3aJaHHBIX JJIsI CAMOCTOSITEILHOTO PEILICHNUS;

® Ha 3aHATUU JIOBOJUTH KXKIYIO 33/1a4y O OKOHYATEIILHOTO PEIICHHs], JEMOHCTPUPOBATH TTOHU-
MaHU€ MyTeW pelieHus TOCTABJICHHBIX 33/1a4 U OCBOCHMSI BBIJJAHHBIX 3HAHUH, B CIydae 3aTpy/-
HEHUI 00pamaThes K Mpeno1aBaTeto.

[Ipu camocTosATETHHOM pEelIeHUH 3a71a4 HYKHO 0OOCHOBBIBATh KaXK/IbI JTall PEIICHUs, UC-
XOJIs1 U3 TEOPETUUYECKUX MOJIOKEeHU Kypca. Ecnu oOyJaromuiicss BAAUT HECKOJIBKO MyTeH peleHus
3a/1a4d, TO HY)KHO CPaBHUTh UX M BBIOpATh CaMblil panioHadbHbIN. [lose3H0 10 Havana pemeHus
3a/1a4¥l COCTABUTh KPATKUI TIJIaH pelleHus 3a1auu. Pemenre npo0ieMHbIX 3a7a4 WU TPUMEPOB Clie-
JyeT W3JIaraTh MOAPOOHO, OTIENsST BCIIOMOTaTeIbHbIE MYyTH PEIICHUs] OT OCHOBHBIX. Pelienus mpu
HEOOXOIUMOCTH HYXKHO COTIPOBOKIATh KOMMEHTAPHUSIMHU, CXEMaMH, allTOPUTMAMHU.

Crnenyetr MOMHHTB, YTO PEIICHUE KKI0M yueOHOM 3a/1auu JOJKHO JOBOJUTHCS J0 OKOHYA-
TEIBHOTO JIOTUYECKOTO OTBETA, KOTOPOTO TpeOyeT YCIOBUE, U MO BO3MOXKHOCTH € BbIBOJIOM. [lomy-
YEHHBIN OTBET CIIEyeT MPOBEPUTH CIIOCOOAMH, BBHITEKAIOIIMMH U3 CYIIECTBAa JaHHOU 3amauu. [lo-
JIE3HO TaKXe (€CJIM BO3MOXKHO) peliaTh HECKOIBKUMHU CIIOCOOaAMH M CPABHUTH MOTyUYE€HHBIEC PE3YIIb-
TaThl. Penenue 3a1a4 TaHHOTO TUTTA HYKHO MPOAOIKATh A0 MPUOOPETEHUS TBEPIbIX HABBIKOB B X
pELIeHHH.

6.2 PexoMeHIaMM 10 MOATOTOBKE K HTOr0OBOM cavye JUCIUIINHDI

[ToaroroBka kK UTOTOBOM C/1aue MpeIMeTa COCOOCTBYET 3aKPeIICHUI0, YTITyOIeH! 0 U 0000-
[ICHUIO 3HAHUIA, TIOJy4aeMbIX, B TIpoIlecce 00yUeHUs, a TAKXKe MPUMEHEHHIO UX K PEIICHUIO TPAKTH-
YeCcKHMX 3aJad. ['0TOBACH K HEW, 00yJarouuics JTUKBUIUPYET UMEIOIIHUECS MPOOeNbl B 3HAHUSX,
yrayOsieT, CUCTEMATU3UPYET U YIOPSAOYMBAET CBOU 3HaHMs. Ha UTOTroBOi crnave oOydaromumiics
JNIEMOHCTPHPYET TO, YTO OH IPHOOPEIT B MpoIiecce O0yUEeHHsI IO KOHKPETHON yueOHOM TUCIUIUINHE.



Heo6xoauMo opueHTHPOBaTh 00YYAIOUINXCS HA CUCTEMATUYECKYIO MIOATOTOBKY K 3aHATHSAM
B TEUEHHUE CEMECTPA, UTO MO3BOJIMUT UCIO0JIb30BATh BPEMS IK3aMEHAIIMOHHOW CECCUM JIJIsl CUCTEMAaTH -
3aUy 3HAHUU.

7. OueHoYHbIE CPeACTBA

7.1TlaciopT OLEHOYHBIX CPEICTB IK3aAMEHY

Cemectp | Koa koHTpoOJIHpY- HaumeHoBaHue
eMOil  KOMIIeTeH- OLICHOYHOI'0 CpeICTBA
o (WM ee 4va-
CTH)

TectoBble 3a1aHus 110 JIEKLIUOHHOMY MaTepHaiy.
7 OIIK-3 Bormpocsl k 3k3aMeny.

OTueTsl 10 NpakTHYECKUM padotam 1-7
TectoBble 3a1aHus 1O JTEKIMOHHOMY MaTepHainy.
7 OIIK-5 Bomnpocsl k 3x3aMeHy.

OT4eTsl 0 NpakTHYecKuM padbotam 1-7

7.2TunoBble 3aJaHUS1 MU HHbIE MAaTePUAJIbI, HeO0X0IMMBbIe Il TeKYILero KOHTPOJIst

7.2.1 Boupoch! /s co0eceT0BAHUS 110 MOV

Tunosble NpuMepbI 3a1aHUIH

Moayasb 1. OcHOBHBIC IOHATHS U onpeaeaeHust 0ezonacHocTu nuHpopmannu. Tpedoa-
HHA 0e30NaACHOCTH pa3padoTKH NPOrPaMMHOIO0 odecneyeHnst

1. Kakue ocHOBHBIE TTOHATHS U OIpeieieHns 0e30macHOCTH HH(GOPMAaIIUK HE00X0TUMO
3HATh MpHU pa3pabOTKe MPOrpaMMHOr0 OOECEeUeHHUs, U KaK OHM CBSI3aHbI C YIIPaBICHHUEM
YKU3HEHHBIM LIMKJIOM Paclpe/ieNIEHHbIX TaHHbIX?

2. Kakue TpeOoBaHus 0€30MacHOCTH HEOOXOIMMO YUUTHIBATH MPH pa3pabOTKe Mpo-
IrPaMMHOTO OOECIEUeHHUs, U KaK OHH CBSI3aHbI C ONTHMHU3ALMEH YIpPaBICHUS KUIHEHHBIM
LUKJIOM paclpeesIeHHbIX JaHHbIX?

3. Kakue meronsl onTUMH3alUU YIpaBICHUS JKU3HEHHBIM IUKIOM paclpeieleHHbIX
JAHHBIX CYIIECTBYIOT, U KaKue W3 HUX HamoOosee 3(pPEeKTUBHBI C TOUKH 3peHUsT O€30MMacHO-
cTu uHpopmanun?

4, Kakue pucku cBsizaHHbIe ¢ 0€30MaCHOCTBIO JAHHBIX MOTYT BO3HUKHYTH IPHU pa3pa-
00TKe MPOrPaMMHOTO OOECTIeUeHUsI, M KaK UX MOXKHO TPeJOTBPATUTH?
5. Kakve npuamumsl mHGOpPMAIIMOHHONW 0€30MaCHOCTH HEOOXOIMMO YUUTHIBATH TPH

pa3paboTKe MPOrpaMMHOI0 00ECTIEYeHHs, U KaK OHU CBSI3aHBI C YIPABJICHUEM )KU3HEHHBIM
[UKJIOM pacipeaeeHHbIX TaHHBIX?

6. Kakue meTopl obecrieueHus: 6€30MacHOCTH JAHHBIX MOKHO HCIIONIb30BaTh IpHU pas-
pa60TI<e ImporpaMMHOIO O6€CH€‘—I€HI/I$I, 1 KaK OHU CBSA3aHBI C YIPAaBJICHUCM JXKU3HCHHBIM UK~
JIOM paclpeAeIeHHbIX JaHHbIX?

7. Kaxwue MPUHIMUIIBI YIIPABJICHUA ) XKU3HCHHBIM LUKIOM pacClpCaACICHHBIX JaHHBIX CJIC-
JyeT YYUTBIBATh MPU pa3paboTKe MPOrpaMMHOro 0OeCIeYeHHs, U KaK OHU CBSA3aHBI ¢ 0e3-
OIaCHOCTHIO HUHPOpMAIUH?

8. Kak OLICHUTH YPOBCHb 0e30macHOCTH pa3pa60TaHHOro nporpaMmMHOTO OGCCHC‘ICHI/IH,
1 KaKu€ MCTOAbI UCITOJIB30BaTh AJIA €TI0 y.]'[y‘-II_HeHI/IH?
9. Kakue MCTOABI BBIGOpa OINITUMAJIBHOT'O MCTOAA YIIPABJICHUS )KU3HCHHBIM LIUKJIOM pac-

IpeAeIeHHBIX JAaHHBIX BBl MOJKETE MTOPEKOMEH/I0BAaTh 00ydJaroIuMcs Ipy pa3paboTKe mpo-
rpaMMHOT0 obecrieueHus?



10. Kakume MeTonpl OOHapyXEHHs M NPEJOTBPALICHUS YA3BHUMOCTEH B MPOrpPaMMHOM
o0ecreyeHnn CylecTBYIOT, M KaK OHH CBsI3aHbl C O€3011aCHOCTBIO JAHHBIX U yIpaBJIEHUEM
YKU3HEHHBIM LIUKJIOM PaclpeesIEHHbIX JaHHbIX?

11.  Kaxue MeTOABI 3alUTHI JaHHBIX MOXKHO UCIIOJIb30BATh NPH paboTe ¢ 6a3aMu 1aHHbIX,
Y KaK OHHU CBSI3aHBI C yIIPaBJIEHUEM >KU3HEHHBIM LIUKIIOM paclpe/ieIeHHBIX JaHHbIX U 0e3-
OIaCHOCThIO MH(pOpMaruun?

12.  Kakue MeTO/IbI 3aIIUTHI JAHHBIX MO’KHO HUCIIOJIb30BaTh MPHU paboTe ¢ 00JIAYHBIMU Cep-
BHCAaMU, U KaK OHH CBSI3aHbI C YIIPaBICHUEM )KM3HECHHBIM LIMKJIOM PaCIPEIECIICHHBIX JaHHBIX
u 6e301acHOCThI0 HHpOPMALUHU?

13. Kaxue MeTo/Ibl 3alIUThI JaHHBIX MOXKHO MCII0JIb30BaTh IIPH paboTe ¢ BUPTYyaJIbHBIMU
yacTHbIMU ceTsiMU (VPN), 1 kak OHM CBsI3aHbI C YIPAaBICHUEM KU3HEHHBIM IIUKJIOM paclipe-
JIeJICHHBIX JaHHBIX U 0€3011acHOCThIO HH(opMaruu?

14.  Kaxume mertonsl oOecrieueHHs] 0€30MACHOCTH JaHHBIX MOXKHO HCIOJIB30BATh MPU pa-
00Te ¢ cucTeMaMH yIpaBJIeHUs] KOHTEHTOM, U KaK OHM CBSI3aHbI C YIIPABICHUEM KU3HEHHbBIM
[IUKJIOM pacrpeieICHHbIX JaHHBIX U 0€30IacHOCThI0 HHpOopManuu?

15.  Kaxue meronsl oOecrieueHusi 0€30MACHOCTH JIaHHBIX MOXKHO HCIOJIb30BaTh MPU pa-
00Te ¢ BeO-cepBepaMu, M KaK OHHU CBSI3aHBI C YIPABJICHUEM KU3HEHHBIM IIHKIIOM pacrpejie-
JICHHBIX JIaHHBIX U 0€30IIaCHOCTHIO HH(pOopMaUU?

Moayas 2. CeTeBble TEXHOJIOTMH M HH(POPMALMOHHAs 0€30MIaCHOCTh

1. Kakue mpuHImIe: ”HOPMAIMOHHOM 6€30MaCHOCTH HEOOXOIMMO YUUTHIBATH TIPH pa-
00Te ¢ ceTeBBIMU TEXHOJOTHSMM, U KaK OHU CBSI3aHBI C YIIPABJICHUEM KU3HEHHBIM IIUKJIOM
pacrpe/iesieHHbIX TaHHBIX?

2. Kakue MeToapl OonTUMH3ALMK YIPABJIECHUS KM3HEHHBIM LIUKIOM pPAacCHpele/IeHHbIX
JAHHBIX CYHIECTBYIOT, M KaKue 13 HUX Hauboisee 2> PEeKTHBHBI C TOUKH 3peHUsI Oe3011acHO-
cTi uHpopmanuu?

3. Kaxkue pucku cBsizanHbIe ¢ 0€30MaCHOCTHIO JAHHBIX MOTYT BOSHUKHYTH IIPH padoTe C
CETEBbIMU TEXHOJOTUSMHU, U KaK UX MOKHO IIPEIOTBPATUTH?
4, Kakune Meroasl obecrieueHus: 6€30MaCHOCTH JAHHBIX MOXKHO HCIIOJIB30BaTh MPHU pa-

00Te ¢ CeTeBBIMU TEXHOJOTHSIMM, U KaK OHU CBSI3aHBI C YIIPABICHUEM >KU3HEHHBIM LIUKIIOM
pacrpe/ieieHHbIX TaHHBIX ?

S. Kakue npuHIMIIBI yrIpaBiieHUs )KU3HEHHBIM LIMKJIOM paclpe/ieIeHHbIX TaHHbIX HE00-
XOJUMO YYUTBIBATh J1J1s1 o0ecrieueHus 6€30MacHOCTH HHPOpMAIUH MpU paboTe ¢ CETEBBIMU
TEXHOJIOTUAMU?

6. Kakue meTo/ 161 BBIOOpa ONTUMAIBHOTO METO/1a YIIPABJICHUS )KU3HEHHBIM IIUKJIOM pac-
IpeJeNIeHHbIX JaHHBIX JJIs obecreueHus: 6e30MacHOCTH UH(POPMALIMU BBl MOXKETE MOPEKO-
MEH/IOBaTh 00yJarommmces?

7. Kakne MCTOJbI 3allIUTHI JAHHBIX MOJKHO UCITIOJIB30BATh IIPU pa60Te C 6€CHpOBOI[HLIMI/I
CCTAMMU, N KaK OHU CBA3aHBI C YIIPABJICHUEM )KU3HCHHBIM LIUKJIIOM PACTIPCACIICHHBIX )IaHHBIX?
8. Kakue METOAbI obecrieueHHsT OE30IMaCHOCTH JaHHBIX MOKHO HCIIOJIB30BaTh IIPHU pa-

00Te ¢ CEeTeBBIMU MPOTOKOJIAMH, U KaK OHH CBSI3aHBI C YIIPABICHUEM >KH3HECHHBIM ITHKIOM
pacmpe/eieHHbIX JaHHbBIX?

9. Kakue MeTo1bl 3aIMThI TaHHBIX MOKHO HCIIOJIb30BATh MPH paboTe ¢ BeO-cepBepamu,
Y KaK OHU CBSI3aHBI C YIIPABICHUEM XU3HEHHBIM LIUKIIOM PaCIpeIeICHHbBIX JaHHBIX ?

10.  Kakue nmpuHIHIB HHOOPMAIMOHHONW 0€30MTaCHOCTH CIIEAYET YUUTHIBATh MPHU pa3pa-
OOTKE CETEeBBIX MPUIOKEHHH, U KaK OHH CBSI3aHBI C YIIPABICHUEM JKU3HEHHBIM IIHKJIOM pac-
MpEJICTICHHBIX JaHHBIX?

11. Kakue MeToapl ONTUMHU3AIMU YIPABICHHUS >KU3HEHHBIM IIUKIOM PacCHpeeIeHHbBIX
JTAHHBIX MOYKHO MCTIOJIh30BaTh MIPH Pa3pad0TKe CETEBBIX MPUIIOKEHHUH, M KAaKUE TPUHITUIIBI
0€30MaCHOCTH JJAHHBIX CIEAYET YIYUTHIBATH?

12. Kaxkwne MeTo1pl 3a1UThl JAHHBIX MOKHO MCTIOJIb30BaTh MPHU paboTe ¢ 6a3aMu JaHHBIX,
Y KaK OHU CBSI3aHBI C YIIPABICHUEM XU3HEHHBIM [IUKIJIOM PACIPE/EICHHbBIX JaHHBIX ?



13. Kakue MeTo/ 11 3aUThl JAaHHBIX MOKHO UCIIOJIB30BaTh MPU paboTe ¢ 00JIaYHBIMU cep-
BHCaMH, U KaK OHHU CBS3aHbI C yNPABICHUEM >KU3HEHHBIM IIUKJIOM paclpeesieHHBIX aH-
HBIX?

14.  Kakue MeTofpl 3alIUThI JAHHBIX MOKHO UCIOJIL30BaTh IpU paboTe C BUPTYAIbHBIMU
yacTHbIMU ceTsiMU (VPN), 1 kak OHM CBsI3aHbI C YIPABICHUEM KU3HEHHBIM IIUKJIOM paclpe-
JIeJIEHHBIX JaHHbIX?

15. Kakue meroasl obecrieueHuss 0€30MaCHOCTH JaHHBIX MOXKHO UCIOJB30BaTh MPH pa-
00Te ¢ cucTeMaMu YIpaBJIeHUsI KOHTEHTOM, ¥ KaK OHU CBSI3aHBI C YIIPABICHUEM KHU3HEHHBIM
LUKJIOM pacipeieIeHHbIX JaHHbBIX?

Mogayas 3. PazpadoTka npuKJIagHBIX 32124 € Y4eTOM TpeOoBaHUIi 0e3011aCHOCTH

1. Kakue meTtonpl onTUMH3alUU YIPaBICHUS >KU3HEHHBIM IUKIOM PacIpelelIeHHbIX
JaHHBIX CYHIECTBYIOT, U KaKue U3 HUX HanOolee 3(EKTUBHBI C TOUYKH 3pEHUS Oe30MacHo-
¢ty uHbopmaruu?

2. Kakue pucku cBsi3aHHBIC ¢ OC30MACHOCTHIO JAaHHBIX MOTYT BO3HUKHYTH IPH pa3pa-
00TKe MPUKIAIHBIX 33]a4, U KaK UX MO>KHO MPEJOTBPATUTH?

3. Kakue npunnunsl mHGOpMAIIMOHHONW 0€30MacHOCTH HEOOXOAMMO YYUTHIBATH MpPU
pa3paboTKe IpUKIIATHBIX 33/1a4, U KAaK OHU MOTYT OBITh pealn30BaHbl?

4, Kakue meToner obecnieueHnst 6€30MMacHOCTH JTAHHBIX MOYKHO MCTIOIB30BaTh MPH Pa3-
paboTKe MPUKIATHBIX 3a7a4?

o. Kakuve npuHIUIIBI yIpaBiIeHUs )KM3HEHHBIM ITUKIIOM PACIIPEACIICHHBIX TaHHBIX HEOO-
XOJIUMO YUUTHIBATh JIJIs oOecreueHus: 6e3omnacHoctu nudopmanun?

6. Kaxune meTo/ 161 BEIOOpa ONTUMAIEHOTO METO/IA YIIPABJICHUS )KU3HEHHBIM IIUKIIOM pac-
MpeIeJICHHBIX TAHHBIX Bbl MOXKETE MOPEKOMEHI0BATh O0yUYaIOLTUMCS?

1. Kakue npunHImme nHGOpMannoHHONW 0€30MacHOCTH CIIeAYeT YYUTHIBATh MPU pa3pa-
00TKe MPUIIOKEHUH 11 MOOMIIBHBIX YCTPONCTB, U KaK 3TO CBSI3aHO C yIPaBICHUEM )KU3HEH-
HBIM ITUKJIOM PACTIPEIEICHHBIX JaHHBIX ?

8. Kakue PUCKH CBA3AHHBIC C 0€30ITaCHOCThBIO JAaHHBIX MOTYT BO3HUKHYTb IIPU UCIIOJIb-
30BaHUH 00JIAYHBIX CCPBUCOB, N KaK UX MOXKXHO HpGI[OTBpaTI/ITB?
9. Kakue MCETOJAbI obOecrieueHHsT OE30IMaCHOCTH JAaHHBIX MOKHO HCIIOJIB30BATh IPH pa-

00Te ¢ 00JIaYHBIMU CEPBUCAMHU, U KaK OHU CBSA3aHBI C YIPABICHUEM XU3HEHHBIM ITUKIIOM
pacrpeieieHHbIX TaHHbIX?

10. Kakue mpuHIMITBI YIIPABJICHUS XU3HESHHBIM IIMKJIOM PACIPEICIICHHBIX JaHHBIX CJIe-
NyeT YYUTHIBATh MPU pa3paboTKe CUCTEM IIEKTPOHHOTO JOKYMEHTO000POTa, U KaK OHU CBsI-
3aHbI ¢ 0€301aCHOCThI0 HH(pOpMaun?

11. Kakue MeToapl ONTUMH3AIMHU YIPABICHUS >KU3HEHHBIM IIUKIOM pPacHpeelIeHHbBIX
JTAHHBIX MO>XHO HCIOJIb30BaTh MPU padOTE ¢ CUCTEMAMH YIPaBIECHUS MTPOCKTAMH, U KaKue
MIPUHIIMITBI 0€30MIaCHOCTH JAHHBIX CIENIYeT YUUTHIBATH?

12.  Kakue MeTojpl 3alUThl JAHHBIX MOXKHO HCITIOJIb30BaTh MPH padoTe ¢ MOOMIBHBIMHU
MPUIOKEHUSAMHU, U KaK OHU CBSA3aHBI C YIIPABICHUEM KU3HEHHBIM LIUKJIOM PACTIPEIEICHHBIX
JAHHBIX?

13. Kakue mMeronsl o0ecrieueHnss 0€30IMaCHOCTH JAHHBIX MOKHO HMCIIOIL30BATh MJIS 3a-
IIUTHI OT KuOepaTak, ¥ KaK OHU CBSI3aHBI C YIIPaBJICHUEM JKW3HEHHBIM IIHMKJIOM pacIpejie-
JIEHHBIX JaHHBIX?

14. Kakve mMeTonsl 3amuThl JaHHBIX MOXHO HCIIOJB30BaTh MPH PaboOTe C CHCTEMaMH
YIPABJIEHUS] KOHTEHTOM, U KaK OHM CBSA3aHBI C YIIPABICHUEM KU3HEHHBIM LIUKJIOM pacrpe-
JIeTeHHBIX JaHHBIX?

15. Kakue MeTonpl 3alUTHI JTaHHBIX MOXXHO HCIONB30BaTh MpH pabdOTe C cUCTEeMaMHu
YIpaBJICHUS PECYpCaMU IPEATPUATHS, M KAK OHU CBSI3aHBI C YIIPaBICHUEM KU3HEHHBIM ITHK-
JIOM pacrpeesICHHbIX JaHHBIX?

Kpurepun onenkn:



Packpertre 90-100% otBera Ha Bompoc - 20 6amioB; packpeitae 80-89% oTBeta Ha Bompoc - 18
OasoB; packpeitue 66-79% orBera Ha Bompoc - oT 15 6amioB; packpeitue 50-65% oTBera Ha BO-
npoc - oT 12 6amnoB; packpeitTue MeHee 50% orBera Ha Borpoc - ot 0 qo 11 Gaios.



7.2.2 KoMILIEKT 0TYETOB IO MPAKTHYECKUM padoraM (mpumMepbl)

TunoBble npuMepsbI 3aJaHNIH

IpakTuyeckas padora Nel. Pazpadorka BeO-npUIOKEeHUA ¢ (PYHKIMEH peIaKTHUPOBAHMS
3aMEeTOK M o0ecreyeHue 0a30B0ii 0€30I1aCHOCTH

Leab padoThl: OCBOUTH METOIbI O€30MACHON Pa3pabOTKU BEO-MPUIIOKEHH Ha TPUMEPE CO3/1a-
HUs (QYHKIMOHAJA PEIaKTUPOBAHUS 3aMETOK, BKIIOUasi MpUMEHEeHUEe 0e30MacHbIX MPAKTUK KO-
JUPOBaHUs, IpeloTBpalieHre TUIOBbIX ysa3Bumoctel (SQL-unbexkuun, CSRF, IDOR) u ucnons-
30BaHHE COBPEMEHHBIX MHCTPYMEHTOB aHalIn3a 0€30MacHOCTH.

1. 3apanme:
Pazpaborats BeO-nipriiokenue Ha Python ¢ ucnonszoBanrem Flask u SQLAlchemy, pe-
anusyroiiee CRUD-onepanuu ajis ynpaBieHHs 3aMETKaMU.
ObecrieunTs:
ucrnons3zoBanue ORM (3ampet Ha koHKareHanuo SQL-cTpok);
3amuty ot CSRF wepes Flask-WTF;
nMuTtanuio 3amuTel oT IDOR ¢ mpoBepkoil paB Ha OCHOBE CECCUU;
BaJIM/IALIMIO U CAHUTHU3AIMIO BBOA;
Hannuue MUHUMYM AByX HTML-1ma610H0B (r71aBHast ctpanuiia u popma perakTupoBa-
HUS).
®opma oryera:
Hcxomuslii Ko mpUiIoKeHus (CTPYKTypa Mamnok, ¢paiibl app.py, madnoHs). CKpUHIIOTH pado-
TAIONIETO MPHUJIOKEeHH (TTIaBHAs cTpaHua, Gpopma pegaktuposanus). Kpatkuii otaér (1 cTp.) ¢
OTHMCAaHUEM aPXUTEKTYPHI, IEPEUYHEM MTPUMEHEHHBIX Mep 0€30MaCHOCTH, MOSICHEHUEM 3aIIUTHI OT
CSRF u IDOR.

e o o o o l\)

Kpurepun onenku:

IHoka3zarennb Make. 0aJ11
[Tonmrota peanmzanuu CRUD-dyHk1monana 5)
KoppekTtnoe ucnons3oBanre ORM (6e30macHbIe 3a1IpOCHI) 4
Peanmu3zanms CSRF-3amuter (Flask-WTF) 3
Peanmuzanusa nmuramnuu 3amutsl ot IDOR 2
KauectBo oTuéTa u oopmieHue 1
Hroro 15

IIpakTnyeckas padora Ne2. CtaTH4ecKHi aHATN3 KOJA U YCTPAHEHHE YA3BHUMOCTEeH

Leab padoThI: HAYYUTHCS UCIOJIB30BaTh WHCTPYMEHTHI cTaTMYeckoro aHanusza koaa (SAST)
IUIsl BBISIBIICHUS MOTEHLUAIBHBIX YA3BUMOCTEN Ha 3Tamne pa3pabOoTKH M yCTPAHATh HaillleHHbIE
poOIEMBI.



3amanmue:
Ha ocHoBe npunoxenusi, coznantoro B [TP Nel:
1. TIpoBectu cratmyeckuii aHaau3 ¢ nomoipo Bandit.
2. Tlpoanamu3upoBath OTYET, BRIABUTH ysA3BUMOCTH (Hampumep, hardcoded secrets, debug
mode).
YCTpaHuTh yA3BUMOCTHU:
e BBHIHECTH CEKPCTHBIC JaHHBIC B IEPEMCHHBIC OKPYXeHus (uepe3 python-dotenv);
® OTKJIIOYHTH PEXKUM OTIAAKU AJs production;
® UCIIPaBUTh NPOUNE HailIeHHbIE TPOOIEMBI.
4. TIoBTOPHO BBIMOJIHUTH aHAIHU3 U MOATBEPIAUTH YCTpaHEHUE.

dopma oTvera:
Komanner 3amycka Bandit, CKpuHIIOTBI OTYETOB JI0 M TIOCIIE UCTIPABIICHUA.
@parMeHThl K0Ja A0 U MOCJIE UCIIPABJICHUN.
Kpartkoe onuncanne Kax 101 UCIIPaBICHHON YSI3BUMOCTH.

Kpurepuu onenku:

IHoka3zaTennb Make. 0as1
KoppekTHoe BhInosHeHne cTaTudeckoro ananu3a (Bandit) 2
[TomHOTA BBISBICHUS YSI3BUMOCTEH 2
KayecTBo ncnpaBieHnii (BBIHOC CEKPETOB, OTKIIIOYeHHE debug) 3
[TonTBepxeHue ycTpaHeHus (CKpUHIIOTHI TOBTOPHOTO CKAHUPOBAHMS) 2
Odopmrnenne oTuéra 1
Hroro 10

IIpakTnyeckas padora Ne3. Ilunamuueckoe tecruposanne (DAST) u 3ammra or OWASP
Top 10

Leanb paGoThl: OCBOUTH METOJBI JHHAMHUYECKOTO TECTHPOBAHHS O€30MMacCHOCTH BEO-TIPUIIOKE-
HUH, HAyYUThCS 3alUIIATh MPUIIOKEHUE OT paclpoCTPaHEHHBIX YA3BUMOCTEN (OTCYTCTBHUE 3aro-
noBKoB Oe3omnacHoctd, CSRF).

3aganue:
Ha ocHoBe npunoxenus u3z [1P Ne2:
1. Tlposectu akTHBHOE cKaHUpOBaHue ¢ nomoipio OWASP ZAP.
2. IlpoananuzupoBaTh OTUET ZAP, BEIIBUTH OCHOBHBIE YA3BUMOCTH (HAIpuUMep, OTCYT-
ctBue CSP, X-Frame-Options, ys3sumocts k CSRF).
PeanuzoBats 3ammry:
e no6aButh middleware nns ycranoBku HTTP-3aronoskoB 6e3onacuoctu (CSP, HSTS,
X-Frame-Options, X-Content-Type-Options);
e peanuzoBath nonHoneHnyo 3amuty ot CSRF (Flask-WTF, eciau ne 6bu10 B ITP Nel);
® CKpBITh HH(OPMAIIHIO O cepBepe (3amyck uepe3 Gunicorn ¢ KACTOMHBIM S€rver name).



4. IIoBTOpPHO IPOCKAHUPOBATH U NOATBEPIUTD YCTPAHEHUE YSI3BUMOCTEH.

®opma oryera:
1. CKpuHIIOTHI HACTPOMKHU U 3ammycKa CKaHUpoBaHUs B ZAP.
2. Ortuérel ZAP 10 ¥ moCye UCIIPaBIICHUN.
3. Konx peann3oBaHHBIX 3aIIUTHBIX MEXaHU3MOB.
4. Kparkoe onucaHue KaxJ0il HCIPABIEHHON YysI3BUMOCTH.

Kpurepuu onenku:

IToxa3areian Makc. 6aja
Koppekrtnoe Bemmonnenue DAST (ZAP) 4
[TonHOTA BBISABICHHS YA3BUMOCTEN 4
KavecTBo peanuzaiuu 3amuTHbIX 3arojioBKoB U CSRF 3
[ToaTBepknenue ycrpaHeHust (CKPUHIIOTHI TOBTOPHOT'O CKAHUPOBAHMS) 3
Odopmnenne oTuéra 1
HToro 15

IIpakTnyeckas padora Ned. 3ammra or SQL-MHBeKIMH M TeCTHPOBAHHME C MOMOIIBIO
SQLMap

Hean padorsl: yrayouTs moHuMaHue Mexann3ma SQL-uHbeKInii, HayduThCs 3alIUIIATh MPU-
JI0’KEHHE C MTOMOIIBIO TAPAMETPU30BAHHBIX 3aIIPOCOB U TECTUPOBATH €r0 YCTOMYUBOCTD C IOMO-
IIBI0 CTICIIHAIM3UPOBAHHBIX HHCTPYMEHTOB.

3ananne:
Hononuute npuioxenue u3 [1P Ne3 ¢yHkiuonanom ayreHTHGUKAIMK (perucTpanus, JOTUH),
HCIIONB3Ys HaMepeHHO ysi3BUMbIe SQL-3ampockl ¢ KoHKaTeHaluen cTpok (uepes sqlite3).
1. TIposectu pyunoe tectupoBanue SQL-unbekiuii (06xoxa ayrentuduxanuu, UNION-
aTtaka, time-based) ¥ cCOCTaBUTh YEK-JIUCT.
2. TIpoBectu TectupoBanue ¢ nomomuisio SQLMap 1is ya3BUMON BEpCUH.
3. Tlepemucatp ys3BUMBIE 3aIPOCHI C UCTIOIB30BaHUEM MTapaMETPU30BaHHBIX 3aIIPOCOB
SQLAIchemy ORM.
4. TloBTOopHO mpoTecTUpOBaTh ¢ momouisio SQLMap, yoenutbcs B OTCYTCTBUH YA3BUMO-
CTEH.

dopma oruera:

CxkpuHIIOTH ycnemHbix SQL-uHbeKIuii (10 uCpaBIeHUS).
UYek-nmucT TectupoBanus ¢ payloads.

Komangs! u pesynbratel SQLMap 110 1 mociie ucrnpapieHusl.
Kon ys3Bumoro u 6e30macHoro BapuaHTa.

Onucanne npuHIHNa paboThl TapaMeTPHU30BAHHBIX 3aIPOCOB.



Kpurepun oneHku:

IMoka3arennb Makec. 6aa
KoppekTHas peanuszanuus ya3BUMOMN U 3allIUIIEHHON BEPCH 4

[TosniHOTA pyyHOTrO TECTUPOBAHUS (UEK-JIUCT) 4
KoppekTtHoe ucnons3oBanue SQLMap 3
JleMoHCTpanus yCTpaHeHUs ysI3BUMOCTEN 2
Odopmienne oTuéra 1

Hroro 15

IIpakTnueckas padora NeS. Obecneuenune 0ezonacHocT 0a3bl JaHHbIX PostgreSQL

Hean pabdoThl: HAYYUTHCS HacTpauBaTh KomruiekcHyro Oe3zonmacHocTh CYBJl PostgreSQL nHa
YPOBHE CETH, ayTCHTU(UKAIIUH, aBTOPU3AIMH U IUPPOBAHHMSL.

3aganme:

1. Hactpouts mpaBa noctyma uepe3 pg_hba.conf: paspemmTs MOAKIIOYEHUS TOJBKO C
127.0.0.1 u ogHoro nosepenHoro IP.

2. PeamuzoBats mmdposanue: creHepupoBatb SSL-ceprudukarsl uepe3 OpenSSL, HacTpo-
uTh postgresql.conf mis o6s3aTenbHOrO MCmoab30BaHus SSL.

3. CozpmaTth TMOJIB30BATeNsl NPUJIOKEHHUS C MUHUMAJIBHBIMH TPUBWICTHAMHU (TOJIBKO
SELECT, INSERT), oto3Bats npaBa y PUBLIC.

4. Hactpouts Opanamaysp OC aiist paszpenienus noakirodeHuii k nopty PostgreSQL Tonpko

¢ nosepeHHoro [P.

dopma oTyera:

@parmMeHThl KOHPUTYpallnoHHBIX (aitioB (pg_hba.conf, postgresql.conf) c kommeHnTapusmu.
Koman el renepanuu cepTuukaToB U HACTPOHKHU MOJIb30BATENS.

[TpaBuna 6panamayaspa (Windows Firewall / pfctl).

Pe3ynpTaThl TECTOB: yCHEIIHOE MOAKIIOYEHHE ¢ pa3peiéHHoro [P, 010kupoBKa ¢ 3anpeméHHoro.

Kpurepun oneHku:

Makec.
IHoka3zarennb

0aJu
KoppexTHocTh HacTpoiiku pg_hba.conf 4
KoppekTHocTs HacTporiku SSL 4
KoppekTHOCTh HacTpoikK IpaB Mmosb30Barens 1 oT3biBa npas y PUBLIC 3
Hacrpoiika 6pannmayspa v MOATBEPKACHUE pabOThI 2
Odopmienne otuéra 1




Makc.

IToka3arean
0asL1

HToro 15

IIpakTnueckas padora Ne6. Pazpaborka niiana 6esonacHoctu u DevSecOps-unrerpanus

Heab padoThl: HAYYUTHCS CHCTEMHO MOAXOAUTH K 00ecredeHnI0 0€30IMacHOCTH MPHIIOKEHUS,
pa3paboTaTh KOMIUICKCHBIN IJIaH O€30MACHOCTH ¥ MHTETPUPOBATH MPOBEPKHU B MPOIIECC pa3pa-
6otku (DevSecOps).

3ananmue:

1.

!\). e o o

Pa3paborats man 6e3omacHoctu st npuinoxkenus u3 [IP Ne4 ¢ yuérom nactpoex u3z I1P
No5, BKITIOUAIOIINA:

ey u TpeboBaHus 0€30MacHOCTH;

OLICHKY yTpo3 (Ha OCHOBE paHee MPOBEAEHHBIX TECTOB);

MepEUYEHb PEAJTU30BAHHBIX MEP 3aLIUTHI;

wiaH perynspHoro tectupoBanus (SAST, DAST, nentectsr).

PeanmzoBate CI/CD pipeline (Hampumep, uepe3 GitHub Actions), KOTOpEIil aBTOMaTH4E-
CKHU:

3ammyckaeT Bandit mpu kaxxom myiie;

OJIOKUPYET CIUSHUE KOJa IPH OOHAPYKEHUU KPUTHUUECKUX YI3BHMOCTEH.

dopma oTyera:

JIOKYMEHT ¢ MjIaHOM 0€30MacHOCTH (CTPYKTYpHUPOBAHHBIN).

®aiin koudurypanuu CI/CD (manpumep, .github/workflows/security.yml).

Cxpunuiotsl u3 uarepdeiica CI/CD, nokasbiBaroiye ycreurHblii 1 HeyCHel bl 3a1mycku (¢ 6J10-
KHPOBKOM).

K HUTCPUHN OLICHKH!

Iloka3zarennb Makec. 6aun
[TonHOTa ¥ CTPYKTYpUPOBAHHOCTH IJIaHA 0€30MaCHOCTH 4
KoppekTHOCTh onucaHus yrpo3 U Mep 3alIiThl 4
Peanuzanus CI/CD pipeline (aBTomartuzanus SAST) 3
JemoHncTpanus paboTsl pipeline (0710kHpoOBKa MIOXOT0 KOJQ) 2
Odopmnenue oTuéra 1
Hroro 15




IIpakTnyeckas padora Ne7. MOHMTOPHHT 0e30ACHOCTH M pearupoBaHHe HA WHIUJAEHTHI
(SIEM Lite)

esb paboThl: HAYYNUTHCS HaCTpauBaTh 0A30BYIO CHCTEMY MOHHTOpHUHTA Oe3omacHocTr (SIEM-
moI00HYI0) 71si cOopa, aHAIM3a U PEearnpoBaHUs HA COOBITHS OE30MMACHOCTH BEO-TIPHIIOKEHUS U
0a3bl JaHHBIX.

3aganue:

3. Hactpouts nenrpanu3oBannsliii c6op soros Flask u PostgreSQL B daiimbr.

4. Hanucarte Python-ckpunt-ananuzarop, KOTOpbIi B peajlbHOM BpeMEHH (WM IO paciu-
CaHMIO) CKAaHMPYET JIOTH HA MPEJAMET MOI03PUTEIBHBIX COOBITHH.

5. Peanu3oBaTh aBTOMaTHYECKOE ONOBELICHUE (BBIBOJ B KOHCOJIb, 3aIIUCh B (paiii TpeBor,
oTmpaBka email) npu oOHapy eHUN UHIUCHTOB.

6. CdopmupoBaTh €KeHEBHBINA OTYET 0 OE30MaCHOCTH (KOJIMYECTBO 3aIIPOCOB, MHIIU/ICH-
TOB, X THIIbI).

®opma oryera:

Kondurypanuu noruposanus (Flask, PostgreSQL).

HcxonHslii KOJ CKpUIITa-aHAIM3aTOoPA.

CKpHUHIIOTHI KOHCOJIU C OTOBEILIEHUSIMHU.

ITpumeps! daiinos security_alerts.log u daily_security _report.txt.
Kpartkoe onucanue apXuTeKTypbl CHCTEMbl MOHUTOPHHTA.

Kputepuu onenku:

Makc.
Iloka3zarennb

0asn
KoppekTHocTs HacTpolku cOopa JIOToB 4
OYHKIMOHANBHOCTh CKpUNTa-aHanu3aTopa (0OHapykeHue 3+ TUIOB UH- 4
IUICHTOB)
Peanu3aiust aBTOMaTH4YECKOTO OMOBEIIEHUS U OTYETOB 3
[ToytHOTa TOKYMEHTAIIUU ¥ CKPUHIIIOTOB 2
Odopmenne oTuéTa 1
Hroro 15

O0mme TpeOOBaHUA K 0(POPMIICHHIO OTYETOB MO NPAKTHYECKHUM padoTam

OTuéT BBINOJHSETCS B TEKCTOBOM penakrope, mpudt Times New Roman, 14 pt, mexctpou-
HBbIM nHTEpBai 1,5, moyst — 2 cm.

O0BEM oTuéTa — HEe MeHee 5 cTpaHuIl (6e3 yuéTa NPUIIOKEHHN).

Bce rpadmueckne Mmarepuansl (CXeMbl, AHArpaMMBbl, CKPUHIIIOTHI) TOJDKHBI OBITH TIOAITHCAHBI
Y UMETh CCBUIKH B TEKCTE.

Koz ckpunrtoB 1 koHQUrypamoHHbIE (ailiibl MOTYT ObITh BBIHECEHBI B TPHIIOKEHHUS.

OTtuér craércs npenoaaBaTesto B ANEKTPOHHOM BUJIE B YCTAHOBJIEHHBIH CPOK.



7.3. OHBHO‘IHLIB cpeacrea aJis HpOMe)KyTOqHOﬁ aTTeCTAllMM 110 HTOIraM OCBOCHHUSA JUCHH-
IJIMHBI

7.3.1 Bonpochl K NTpOMeKYTOYHOM aTTecTanum (IK3aMeHY)

1. Uto Takoe obecrieueHre 6€30MacHOCTH Mpu pazpaboTke nporpaMMmHoro odecreyenus? [o-

4emy 3TO
2.

03N L W

9.
(Cl/ICD)?
10
11
cetn?
12
13
14
15
16

17.

Ba)KHO?
Kakue ocHOBHBIE yrpo3bl 0€30I1aCHOCTH CYIIECTBYIOT IpH pazpadotke [107?

. Kakue stansr pazpabotku 10 TpeOyroT oco6oro BHUMaHus K 6€301acHOCTH?

. Uto Takoe ysI3BUMOCTH B MporpaMMHOM obOecrieueHnn? [IpuBeaure npumMepsl.

. Kakue MeToapl 1 MHCTPYMEHTBI UCTIOJIB3YIOTCS JUIsl BRISIBICHUS ysi3BuMoctei B [10?

. Uro Takoe DevSecOps? Kak aToT moaxon BiausieT Ha 6e3omacHocTh [10?

. Kakue crangapTsl 6e30macHOCTH CymecTBYIOT [uist pazpadotku [10? [TpuBeanure npumepsl.
. Uro Takoe «Oe3omacHbli Koa»? Kakue mpakTHKX MOMOTAIOT MKUcaTh 0€30MacHbIA KOJ1?

Kak oOecneunBaercs 0€3011aCHOCTh B MPOLIECCE HENPEPHIBHOW MHTETPAallMM U JIOCTABKU

. Uro Takoe «be3zonacHoe mporpaMmupoBanue»? Kaknue nprHIUIBL JI€KaT B €r0 OCHOBE?
. Kakue nmpoTokosbl 6e301acHOCTH MCTIOIB3YIOTCS /I 3aIlUThI JaHHBIX IIPU Iepeaaye 1o

. Uro takoe SSL/TLS? Kak onu paborarot?

. Kakne ¢pyHKIMU BBIOTHSIOT MEKCETEBBIC IKPaHbI B 00eCcTIeYeHnH O€30MacHOCTH?

. Kakue Tumel MmexxceTeBbIX S3KpaHOB CyliecTBYIOT? [IpuBeaure npumepsl.

. Kak nactpaunBaroTcs mpaBuiia MeKCETEBBIX SKPAHOB JIJIsl 3AIIUTHI CETH?

. Uro Takoe VPN? Kak on obOecrieunBaeT 0€3011acCHOCTh IIepe1aun JaHHBIX ?

Kakune nHCTpyMEHTBI HCTIONB3YIOTCS AJII MOHUTOPUHTA CETEBOTO TpaduKa U BHISBICHUS

agoMauin?

18
19
cetu?

20.

K ceTu?

21

22.
23.
24.

HBIX?

25.

. Yro takoe IDS u IPS? B yem ux paznnuus?
. Kak mpoTokosibl 6€301MacHOCTH U MEKCETEBbIE SKPaHbl B3aUMOAECHCTBYIOT JJIS 3AIUTHI

Kakue Mepbl 0e30macHOCTH ciieyeT NpeANpUHATh NPU HACTPOHKE yIalIEHHOIO JOCTyMa
. Kakue yrpo3s! 6€30macHOCTH CyIIECTBYIOT Juisd 6a3 TaHHBIX?

Kaxue meprl 6e30macHOCTH clieyeT NPeAIpUHATh P pa3paboTke 06a3 1aHHBIX?

Uro Takoe SQL-unbeknua? Kak e€ npenorspaTtuTs?

Kaxue meroap! ayreHTU(UKAIMY U aBTOPU3ALUU UCTOIB3YIOTCS JUIs 3alMTHI 0a3 JaH-

Uro Ttakoe mm@poBaHue NaHHBIX B 0aze naHHbIX? Kakue anroputmsl mudpoBaHus HUc-

MOJIb3YHOTCA?

26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

cetu?

37.
38.
39.

Kaxk oOecrieunBaercs 11€710CTHOCTh JaHHBIX B 0a3e JaHHBIX?

Kakne HHCTpYMEHTBI HCIIONB3YIOTCS JAJI1 MOHUTOPHUHTa 0€301MacHOCTH 0a3 JaHHBIX?
Urto Takoe «be3omacHas pa3paboTka 6a3 maHHbIX»? Kakue mpakTUKu 3TO BKIIFOYAeT?
Kak obecnieunBaercs pe3epBHOE KOMMPOBAHNE U BOCCTAHOBJIEHHE 0a3 JaHHbIX?

Kakue crangaptel 0e30macHOCTH CyIIECTBYIOT Juisd 6a3 AaHHbIX? [IpuBeauTe mpumepsl.
UYro Takoe ckanupoBanue cetu? Kakue nienu oHo npecienyer?

Kaxue uHCTpyMEHTHI UCIIONIBb3YIOTCS U1 cKaHupoBaHus cetu? [IpuBennre npuMepsl.
Kak npoBoanTCsl CKaHUPOBAaHUE CETHU HA yA3BUMOCTH?

Yo Takoe nmoproBoe ckaHupoBaHue? Kakue mopTel CUUTAIOTCA YSI3BUMBIMU?

Kak ckaHMpoBaHuE CETH ITOMOTAET BBIIBUTH OTEHLUAIBHBIE YIPO3bI?

Kakue meprl 6e30macHOCTH clieAyeT MPEeANPUHATH MOCE MPOBEACHUS CKaHWPOBAHUS

Urto takoe Nmap? Kakue GhyHKIIUM OH BBITOTHSACT?
Kak npoBoanTcsl CKaHMPOBaHUE CETH Ha HaIM4YKe BpegoHocHoro [10?
Kakne orpannueHns CymecTByIOT Ipy CKAaHUPOBAHUH CETH?



40. Kak ckaHMpOBaHHE CETU BIMSIET HAa IPOU3BOJUTEIBLHOCTD CETH?

41. Kakue npuHIMIBI YIIPaBICHUS JOCTyNoM peanusytorcs B CYB/I?

42. Kakue MeTo 1bl IU(POBAHUS JAaHHBIX MPUMEHSIOTCS IS 3aITUTHl HHPOPMAITUN?

43. Kakue moJxo/pl UCHOIB3YIOTCS ISl pe3ePBHOTO KOMUPOBAHMS U BOCCTAHOBJICHUS JaH-
HBIX?

44. Kak ocyliecTBIIS€TCS ayIUT 1 MOHUTOPUHT aKTUBHOCTH B 0a3ax JaHHBIX?

45. Kakue MexaHU3Mbl KOHTPOJIS [IPaB AOCTYIAa IPUMEHSFOTCS 111 MUHMMU3ALUKY PUCKOB?

46. Yto Takoe kpunrorpaduyueckas 3anura JaHHBIX U KaK OHA peanu3yeTcs?

47. Kakue TUIBI aTak Ha BeO-TPUIIOKEHUST HanOoJIee pacpoCTPaHEeHbI?

48. Kak peanmmsyercsi 6€30MacHOCTh B MUKPOCEPBUCHOM apXUTEKType?

49. Kakue MeTo/Ipl 3alIUTHI OT XSS-aTak MpUMEHSIOTCS B BeO-pa3zpaboTke?

50. Kak opranu3syeTcs ynpaBlieHHe HHIIHIeHTaMu Oe3oracHocTy B UT-cuctemax?

51. Kakue nmpuHIUIIBI 0€30MaCHOCTH JICKAT B OCHOBE apXHUTEKTYPHI TPUITOKESHUH?

52. Kak obOecnieunBaercsi 6€30MacHOCTh KOHTEHHEPOB B mpoliecce pazpadborku [107?

53. Kakue metons! 3amuthl oT CSRF-arak npumensitorcst B BeO-pa3padoTke?

54. Kak peanuzyercsa 6e3onacHasi ayTeHTU(DHUKAIUS B paCIpeIeICHHbIX cucTeMax?

55. Kakue noxo/ipl HCIOJIB3YIOTCS )i yrpaBieHus cekperamMu B DevOps-nipakTukax?

56. Kak obecnieunBaetcst 6e30macHocTh API B COBpeMEHHBIX MPUITOKEHUSIX ?

57. Kakue MeTO/IbI 3alIMINAIOT OT aTaK TUIIA «4eIoBeK nocepeaune» (Man-in-the-Middle)?

58. Uto takoe SAST u DAST? B uem ux pa3iauuusi U KaKk OHU IPUMEHSIOTCS?

59. Kakue npuHIUTBI OE30MIACHOCTH CJIEIyeT YYUTHIBATh MPH MPOSKTUPOBAHUU OOIaYHBIX
MIPUIIOKEHU?

60. Kak peanusyercsa Oe3omnacHast paboTa ¢ OTKPBITBIM UCXOAHBIM KOJIOM B KOMMEPYECKHUX
npoeKTax?

IIpakTHYecKkHe Kelchbl:

1. Komnanus noasepriack DDoS-arake uepe3 0otHer. Onumure miaH AeWCTBUN A aHa-
JM3a ¥ YCTpaHeHus aTaku. Kakue MHCTpyMEHTHI 3aIUThI BbI IPETIOKUTE?

2. B o0naunom xpanmiuile SaaS oOHapyKeHa yTeuKa JaHHbIX U3-3a OIINOKN KOH(UTypaITHiH.
Kakune mepsl Hy»)HO cpouHo nmpuHATh? Kak npenorBpaTuth nogjo6Hoe B Oyaymiem?

3. MexceTeBoii aKpaH npormyckaeT Tpapuk ¢ noanensubivMu [P-angpecamu. B uem moxeT ObITh
npuyrHa? Kak HacTpouTh npasuiia pUIbTpay IPaBUIbHO?

4. Ilpu npoBenenun aynuta OezonacHOCTH BblsiBIeHa SQL-nHBEKIMS B BEO-TPUIIOKEHUU.
PazpaloraiiTe cTpaTeruto S3KCTPEHHOT0 pearnpoBaHus U JOJITOCPOYHOTO PEIIEHUs TPOOIIEMBI.

5. B kopniopaTuBHOIi ceTH 0OHapyKeHbl HecaHKIIMOHUpoBaHHble SSH-nioakmouenus. Omnpe-
JIeTuTe NCTOYHUKH YTPO3bl U pa3paboTaiiTe MiiaH 3alUThI.



IIpouenypa oueHnBaHus Mo OUIETAM

1. O01mue moJI0KeHUS

DK3aMeH MMPOBOJUTCS B YCTHOW MIJIM IUCbMEHHOU (hopMe (110 PEIICHHIO MPEnoaaBaTes)
C UCTOJIb30BAaHUEM IK3aMEHAIMOHHBIX OMieToB. Kaxkaplit OMIIeT COAepKUT JBA TEOPETUUECKUX
BOIIPOCA M OINH TPAKTHYECKUH Keic. DK3aMeHyeMbIld JOJDKEH MPOJEMOHCTPUPOBATh 3HAHHS
TEOPETUYECKOT0 MaTepualia, MOHUMaHHEe OCHOBHBIX yIpO3, METOAOB 3aIUTHI, a TAKXKE CIIOCO0-
HOCTH NPUMEHSTH NOJTYYEHHbIC 3HAHUS [UIS aHAJIM3a U PELICHUS MPAKTUYECKUX CUTYalUil B 00-
nactu obecriedeHns: 6e30MaCHOCTH MPU Pa3pabOTKe MPOrpaMMHOT0 00eCTIeYECHHUSI.

2. TpebGoBanus K OTBETYy

OTBeT oMKeH OBITh HAYYHBIM, JOTMYECKH CTPOWHBIM U OTIUPATHCS HA COOTBETCTBYIOIIHNE
TEOPETHUYECKHE TOJI0KEHHS, KOHIICTIIINH, HOPMATUBHBIC TOKYMEHTHI M HAYYHYIO JINTEPATypy.

Heo06xoauMo CTpoUTh OTBET B €IMHCTBE TEOPUU M MPAKTUKU, TOJKPEIUISIsl TEOpeTHYe-
CKHE MOJI0KEHHS TPUMepaMy U3 peajibHOM MPAKTUKU pa3pabOoTKH NPOrpaMMHOTO 00eCTIeUeHHs,
SKCIUTyaTali WH(OPMAIIMOHHBIX CHCTEM HIIU pe3ybTaTaMH J1abopaTOPHBIX padoT.

[Ipu oTBeTe HA TEOPETUUECKUE BOMPOCHI CIeayeT YETKO (popMyIHpOBaTh ONpEaeIeHNS,
KI1accu()UKALUH, IEPEUUCIISATh METObI 1 HHCTPYMEHTHI, OOBSCHSATH IPUHIIUIIBI X PAOOTHI.
[pu pemieHnn MpaKTUYECKOTro Keiica TpedyeTcs:

OTIPENIeNIUTh CYTh MPOOJIEMBI M BO3MOXKHBIC IPUYHHEI,
NPEUIOKUTH MOIIArOBBIN TUIaH pearupoBaHus;
000CHOBaTh BHIOOP KOHKPETHBIX METOZOB, HHCTPYMEHTOB HJIM HACTPOCK;

J OLEeHHUTH 3()(HEKTUBHOCTD MpeIaraeMbIX Mep H, TP HEOOXOJUMOCTH, MPEATI0KHUTh
JIOJITOCPOYHBIE PELICHUS.

JleMoHCTpanus Ha KOMIIBIOTEpE HE TpeOyeTcs, HO AK3aMEHYEeMBbI MOXKET CChUIAThCS Ha
OIIBIT BBITIOJHEHUS JTA0OPaTOPHBIX padoT, a TaK)Ke Ha KOHKPETHBIE KOMaHIbl, KOH(QUTYPAIHH WX
WHCTPYMEHTHI, HCIIOJIb30BAHHBIC B XO/€ MPAKTUYECKHUX 3aHITHH.

3. Ilopsinok oTBeTa

OOyyaronuiicss caMOCTOSITENILHO OMpEENsieT MOCIeJ0BaTeIbHOCTh OTBETA HA BOIIPOCHI
owera.

Bpewms Ha moaroroBky — 35 MuHyT. B mporiecce mOAroTOBKH pa3pemiaeTcsl COCTaBIATh
KpaTKu# TUTaH, BHIKUCHIBATH KIIFOYEBBIE OMpeIesieHUs], POPMYIIbI, CXeMy pelIeHHs KeHca.

[Tocne MOATOTOBKH 3K3aMEHYEeMBbIH MOCIeA0BaTEIHHO U3JIaraeT OTBETHI Ha BOMPOCH! OU-
neta. [IpenomaBarens MOXKET 3a7aBaTh YTOUHSIONMINE U JIOTIOJTHUTEIBHBIC BOIPOCHI KaK MO CO-
JepKaHUI0 OUIieTa, Tak U 0 BCEMY KypCYy.

OrieHka 0OBSBIIICTCS MTOCIIE 3aBEPIIICHIS OTBETA U 00CYKICHUS TOTIOTHUTEIHHBIX BOIIPO-
COB.

Kpurepun onenkmn:

Ounenka Kpurepun

OO0yuarmuiicss TOJIHOCTBIO PACKPBIT COJIEPKaHUE BCEX BOIMPOCOB OM-
JIeTa: 1aHbl MCUEPIBIBAIOIIUE, ApTYMEHTUPOBAHHBIE OTBETHI, JEMOHCTPHUPYIO-
e riyookoe moHMMaHue marepuana. [IpakTtudeckuil keiic peméH BepHO,

«OTJIHYHO»
MIPeJIOKEHbl 000CHOBAaHHBIE MEPHl PEarupoOBaHUS W 3AIIUTHI, UCIIOIH30BAHbI
npodeccnoHambHble TepMUHBL. OTBET JIOTWYCH, TPAMOTEH, CTPYKTYPHPOBAH.
Ha nononHuTenbHBIE BOMPOCH IaHbI MPABUIBHBIE OTBETHI.
OO0yyaroImuiics OJIHO PACKPBUI COAEpKaHUE BOIIPOCOB OMIIETA, HO JO-
«XOpOIIo» y1 packp p P ’

IMyCTHUJI HESHAYUTCIBbHBIC HETOUYHOCTU HIJIN OImMOKHU B JC€TalIAX, HE BIMAIOIINC




Onenka

Kpurepun

Ha oOuiee moHumanue. [IpakTuyeckuil Keiic pemeéH B 1eI0M BEPHO, HO BO3-
MOHBI HECYIIIECTBEHHBIC 3aMeUaHusl M0 MOJHOTE Wi o0ocHoBaHUI0. Ha 10+
MIOJIHUTENIbHBIE BOMPOCHI OTBETUJ MPABUIBHO WM C HEOOJIBIIMMU YTOUHEHHU-
SIMH.

OOyuaromuiicss pacKpblI OCHOBHBIE BOIIPOCHI OMJIETa, HO IOMYCTHII CY-
IIECTBEHHbIC OIIUOKH B JETAJAX, JMOO OTBETHI HOCAT IOBEPXHOCTHBIN Xapak-

«yA0BJIETBO- G N
HTETLHO tep. [IpakTuueckuil keiic penéH He MOJHOCThIO, OTCYTCTBYET YacTh IIPEIO-
P KEHHBIX Mep UM UX 000CHOBaHUE. 3aTPyAHACTCS IIPU OTBETE HA JIOIOJIHUTEIb-
HBIE BOIIPOCHI.
«HeYIOBIIe OOyuaromiuiics He pacKpbll COEp)KaHUE BOIPOCOB OuieTa, JOMyCTUl
y MIPUHLMITHATIbHBIE OIIMOKH, HE PELLINI IPAKTUUECKUN KEHC UITH ITPEII0OAKIIT He-
TBOPHUTEJIBHO»

BCPHBIC PCUICHHA. He MoeT oTBEeTUTD Ha JOMOJHUTEIIBHBIC BOIIPOCHI.




8. YueOHo-MeTOqUYecKOe U MHPOPMAIIHOHHOE o0ecTiedeHne U CIUTITHHBI

8.1 Oobsi3aTesibHAsA JIUTEpPAaTYypa

Tun (y4eOHUK,
yueOHoe 1noco-

KoaunuecTBo B

Ne | ABTOpHBI, CcOCTa- Ome, yueOHo-mMe- | I'og m3- |HayuyHoil OMOIHO-
3arsiaBue (3aroJjioBoK)
n/n BUTEJIH ToMYecKoe Mo- | gaHusi | Texke / Haumeno-
coOme, MpaKTH- Banue JbC
KyM, Ap.)
1 | bapanoBa E. K. Kpunrorpaduveckne MeTo1bl 3aUThl KHPOPMALIUH : JIa0. PaKTH- YuebHoe nocobue 2015 2
KkyM : yueb. nocobue / E. K. bapanosa, A. B. ba6ami. - Mocksa :
Kuopyc, 2015. - 196 c. : . + CD. - (bakanaBpuart). - bubnuorp. B
koH1ie 111. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-00.
2 | ®opoysan b. A. | Kpunrorpadus n 6e3onacHocTb ceteit [DneKkTpoHHbIH pecypce] : YuyebHoe nocobue 2017 3BC «IPRbooks»
yue0. mocobue / b. A. ®opoysaHn ; niep. ¢ anri. nof pea. A. H. bep-
nuHa . - Mocksa : UHTYUT, 2017 ; Caparos : ByzoBckoe oOpa3oBa-
Hue, 2017. - 782 c. : uin. - (OcHOBBI HHGOPMAITMOHHBIX TEXHOJIOTHH).
- ISBN 978-5-4487-0143-6.
3 | Xopes Il b. [IporpamMMHo-anmapaTHas 3aliuTa HHGopMauu [DIEeKTPOHHBIN pe- | YueOHoe nmocodue 2015 9BC

cypc] : yue6. mocodue / I1. b. Xopes. - 2-e uzn., ucnp. u oM. -
Mockga : ®opym : UTHOPA-M, 2015. - 352 c. - (Bsiciiee oOpa3oBa-
Hue). - ISBN 978-5-00091-004-7.

«Znanium.com




8.2 JlonoJiHUTEJIbHAS JIUTEpaTypa

Tun (yueOHuK,
yueOHoe nocodue,

KoaudecTBo B
HAy4HOIi 010-

Ne ABTOpBI, CO- I'ox n3-
w/n CTABHTEN 3arsaaBue (3aroJioBoK) y4eOHO-MeToanYe- i auoreke /
CKOe mocooue, Haumenona-
NPAKTHKYM, Jp.) Hue IbC
1 | KykunaE.T. Beenenne B kpunrorpaduro [IneKTpoHHBINH pecype] : cOOpHUK 3anad u | YuebHoe mocodbue | 2013 3BC
ynpaxknenuii / E. I'. Kykuna, B. A. PomanbkoB. - Omck : OMI'Y, 2013. - «IPRbooks»
91 c. - ISBN 978-5-7779-1588-7.
2 | Hukudopos C. | 3ammra urpopmaiuu [DnekTpoHHsiil pecypce] : yuebd. nocodue / C. H. | Yuebnoe nocobue | 2015 9BC
H. Hukudopos. - Cankr-Ilerepoypr : CII6IACY, 2015.-383 ¢. : un. - ISBN «IPRbooks»
978-5-9227-0585-1.
3 | Crunpsa B. T HNudopmanrnonHas 6e301mMacHOCTh BEIYUCIUTEILHON TEXHUKH [ DeKTpoH- | YyeOHoe mocobue | 2011 9bC
HbI pecypc] : yuebHoe nocobue / B. I'. Criunbin. - Tomck : Db KonTeHT, «IPRbooks»
2011. - 148 c. - ISBN 978-5-4332-0020-3.
4 | ®eaun O. O. WudopmarnmonHasi 6€301macHOCTh [ DIIEKTPOHHEIN pecypc] : yaeOHoe mo- | YuebHoe nmocodbue | 2011 9BC
cobue / ®@. O. ®enun, B. I1. Odunepos, ®. ®. denun ; [mox pen. B. A. «IPRbooks»

JukapeBa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuenb npogeccHOHATbHBIX 0a3 TaHHBIX U MH(POPMALMOHHBIX CIPABOYHBIX CH-

cTeM

Ne
HaumenoBanue Ccbuika

jiinl

1 | Springer Nature (ITonnorekcroBast Kosekius | https://www.springernature.com/gp/products
KYpPHAJIOB)

2 | Springer eBooks (ITonnorekcroBast kosutek- | https://link.springer.com/
U OJIGKTPOHHBIX  KHUT  W3/aTeIbCTBA
Springer Nature)

3 | «Komekc» https://kodeks.ru/

4 | TexakcmepT https://cntd.ru/

5 | ®enepanbHas ciyxba mo TexHudeckomy U | http://fstec.ru/

9KCIIOPTHOMY KOHTPOJIIO

8.4 IlepeyeHb MPOrpaMMHOI0 O0eceYeHUus

Ne HanmenoBanue I10 KouaunyecTBo iu- | PekBU3UTHI Jor0BOpa (HaTa,
n/n HeH3uii HOMeEp, CPOK AeMCTBHUA)
1 | Visual Studio Code (VS Code) HeorpaHuueHHbl | becrmatHoe I10, nuneH3wus
MIT
2 | Eclipse IDE HeorpaHnyeHHbll | becriatHoe I1O, nuuensus
Eclipse Public License (EPL)
3 | JUnit HeorpaHuueHHsld | becrutatnoe 110, nuueH3us
Eclipse Public License (EPL)
4 | SonarQube HeorpaHuueHHsld | becrutatnoe 110, nuueHsus
GNU LGPL
5 |Git HeorpaHuueHHsld | becrutatnoe 110, nuueH3us
GPLv2
6 | GitHub HeorpanuueHHbl | becrmatHoe T10, mureH3us
MIT
7 | OWASP ZAP (Zed Attack Proxy) | neorpannuennsiii | becrutatnoe I10, nuieH3us
Apache License 2.0
8 | Wireshark HeorpaHnueHHb | becrmatoe I10, nuneH3wus
GPLv2

8.5 Onucanne MaTepuaIbHO-TEXHUYECKOH 0a3bl, HEOOXOAMMON /Il OCyIeCTBJIEHHA 00-

Pa3oBaTeJILHOTO IMpouecca 1mo JuCumIJIinHe

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX KaOMHe-

Ne TOB, J1a00pPAaTOPHIii, MACTEPCKHUX U AP. 00beKTOB Ui | Ilepeyenb ocHOBHOIO 000-
n/n NPOBeICHUs NPAKTHYECKHUX U J1a00PATOPHBIX 3aHS- pyaoBaHud
THM
Komnbrotepnsiit kinace. [Tomemnienue aist camocrositenb- | CTONbI yueHUYECKue, CTy-
1 | Holi paboThl. YueOHast ayTuTOpHS I IPOBEACHUS 3aHs- | Jibs yueHuueckue, [1K ¢ BbI-

THI CEMUHAPCKOTO TUMA. YueOHas ayaAuTOpus AJs Kyp- X0J10M B ceTb MHTEepHET



https://www.springernature.com/gp/products
https://link.springer.com/
https://kodeks.ru/
https://cntd.ru/
http://fstec.ru/

COBOT'O IIPOEKTHUPOBAHUS (BBIIIOITHEHHUS KYPCOBBIX pa-
60T). YueOHasi ayaAuTOpHs sl IPOBEACHHUS TPYIIOBBIX U
WHIUBHUIyaIbHBIX KOHCYJIbTalUi. YueOHas ay JuTOpHsI
JUISL TIPOBEICHUS 3aHATUH TEKYIErO KOHTPOJIS U IIpOMe-
)yTtounoi arrecranuu. (I'-401)

KomrmsrotepHslii kiiacc. YdueOHast ayTuTOpus 1Jis TPOBe-
JICHUS 3aHATHH JIEKIIMOHHOTO TUMa. Y4eOHas ayTuTopust
JUIS IPOBEJICHUS 3aHATUN CEMUHAPCKOT0 THUMA. YueOHast
ayTUTOPHS ISl IPOBEJCHUS J1TaOOpaTOPHBIX padoT.
VYyeOHast ayauTopus AJis KypcOBOIO POEKTUPOBAHUS
(BBIMIOJTHEHUS KYPCOBBIX padoT). YueOHas ayauTopus
JUTSI IPOBEICHUS TPYIIIOBBIX U UHIMBUIYAIbHBIX KOH-
cyabTaluil YueOHas ayiuTopus Ui IPOBEICHUS 3aHs-
THM TEKYLIEro KOHTPOJISA U IPOMEKYTOUYHON aTTECTALUH.

(VIIK-408)

Kommnerorep (monutop 177,
cucteMHbIi 6510k Intel (R)
Celeron (R) 2,66 GHz / 1
Gb / 80 Gb), mapupyrusa-
Top 2801 Router, kommy-
tatop Catalyst, sxpan/un-
TepakTUBHAs AOcKa Smart
Board TB, npoektop Acer
P1303W., cron npenoaasa-
TEJNbCKUH, CTOJI yYeHUYE-
CKHI1, CTOJI KOMIIBIOTEPHBIH,
CTYJ, TOCKa ayaUTOpHAas
(MapkepHas).

VueOHast ayTUTOpHs IS POBEACHUS 3aHATHIA JIEKI[HOH-
HOTO THMA. YueOHast ayMTOPHS IS IIPOBEICHUS 3aHs-
THI CEMUHAPCKOTO TUTIA. YueOHast ayUTOPHSL IS Kyp-
COBOTO IPOEKTUPOBAHUS (BBIIOJIHEHHS KYPCOBBIX pa-
00T). YueOHas aymuTopus I IPOBECHHUS TPYIIOBBIX
WHIUBUIyaIbHBIX KOHCYJIbTAlUi. YueOHast ayuTopHs
JUISL IPOBEICHMS 3aHATHH TEKYIIETO KOHTPOJIS ¥ IIPOMe-
xyrtouroi arrecranuu. (VJIK-418)

Cron yueHn4eckui IByX-
MECTHBIN (MOHOOJIOK),
JI0CKa ayJAUTOpHAas 3-X Cek-
IMOHHAs (MeJIoBast), CTOJ
IpenoaBaTeabCKUii, CTyII,
poexkTop Acer
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